HNudopmanuoHHas NAMATKA /1/Is1 HECOBEPIIIEHHOIETHHX N0 BONPOcam KHOep0e30MacHOCTH B

cetn «AHTEpHED?

KoMmnsroTepHblie BHPYCHI

KOMIIBIOTEpHBI  BHPYC - 570 Pa3HOBU/HOCTh ~KOMIIBIOTEPHBIX  IIPOTPaMM,
OTJIMYMTENBHON OCOOEHHOCTEIO KOTépoﬁ SIBJIIETCS  CIIOCOOHOCTh K Pa3sMHOMKEHHIO
(KomHpoBaHUIO). B [IOMONHEHHE K 3TOMy, BUPYChl MOTYT IOBPEIUTH MM HOJTHOCTBIO
YHUYTOXKHUTH BCe (haliibl U JaHHbIE, TOJIKOHTPOJIBHBIC NIOJIB30BATENI0, OT UMEHU KOTOPOTO
Oblna 3amylleHa 3apaxE&HHas NpoFpamMMma, a TakKe MOBPeIUTh MM JakKe YHUYTOXKHUTH
ONEepallMOHHYIO CHCTEMY CO BceMM Oaiinamu B ueioM. B OOJBIIMHCTBE CIIy4acB
PacIpPOCTPAHSIOTCS. BUPYCHI Y€pe3 MHTEPHET.

MeToabl 3aIIATHI OT BPEJOHOCHBIX IIPOrpamMm:

1. MHcnons3yii COBpeMEHHBIE OIlepallMOHHbBIE CHUCTEMBI, HMMEIOIINE
cepBbE3HBIN yPOBEHb 3aLIUTHI OT BPETOHOCHBIX IIPOIPAMM;

2 [TocTosiHHO ycTaHaBinwBai mnatud (UU(POBHIE 3arIaTKH, KOTOPbIE
ABTOMATHYECKM YCTAHABIMBAIOTCS C IENBIO JOpabOTKHM IIPOrpamMbl) W Apyrue
OOHOBIEHHsI CcBoel omnepanuoHHOM cucreMbl. CkauuWBadé UX TOJNBKO C
opuumansHoro  caifita  paspaborumka OC. Ecmum  CymecTByeT — pexnM
ABTOMATHIECKOro OOHOBIICHMS, BKIIFOUH €10;

3. PaGoTali Ha CBOEM KOMIIBIOTEpE II0J IIpaBaMM IIOJIB30BAaTENsA, a HE
aIIMAHHMCTPATOPa. DTO He II03BOJAMT OONBIIMHCTBY BPEAOHOCHBIX IIPOrpaMm
MHCTAJJIMPOBATHCS Ha TBOEM II€PCOHAIBHOM KOMITBIOTEPE;

4.  Wcnonp3yil aHTUBUPYCHBIE IIPOrpaMMHBIE IIPOAYKTBI HM3BECTHBIX
TpOU3BOIUTENEH, ¢ ABTOMATHIECKUM OOHOBIIEHNEM Da3;

S. Orpasuyb GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHMX JIMIL;

6. Ucrmons3ylt BHEIIHME HOCUTENHM HHGOPMAIUH, Takhe Kak (IelKa,
nuck uiay Gaiin w3 VHTepHeTa, TOIbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

& He oTKpBIBali KOMITBIOTEPHBIC (aiibl, MOJyIeHHbIE U3 HEHANEKHBIX
HCTOUHUKOB. JlaXke Te (aiiabl, KOTOpBIE MPUCIIal TBOM 3HAKOMBIN. JIydIle yTo4HH y

HEro, OTIIPAaBJIA JIU OH Tebe ux.

Ceru WI-FI
C nomompbo WI-Fi MOXHO MONyuyuTh OECIUNIATHBIM WHTEPHET-IOCTYIl B

OGIIECTBEHHBIX MecTax: Kade, OTelAX, TOProBbIX LEHTpax H aspomoprax. Tak xe



JBJISIETCS. OTIIMYHOM BO3ZMOXKHOCTBIO BbIxona B MHTepHeT. Ho MHOTHE 3KCIIEPTHI CHUTAIOT,
grto obuienocTynabie WiFi ceTn He ABIAIOTCSA G€30MaCHBIMH.
CogeTbl 0 Ge3onacHocTH pa6oThl B 06mexocTynubix cerax Wi-fi

1L He mepenaBaif CBOK JMYHYIO HH(GOPMAIMIO Hepe3 OOIIeAOCTYIHBIC
Wi-Fi ceru. Paboras B HuX, )elaTeIbHO HE BBOAWUTH NAPOJIX IOCTYIIA, JIOTUHBI U
KaKue-TO HoMepa, :

2 Wcnons3yit ¥ OOHOBISAM aHTHBUPYCHBIE IPOTrPaMMBbI U OpaHamayap.
Tem cambiM ThI 06e30MacHIIIb ce0st OT 3aKa4KH BUPYCa Ha TBOE YCTPOUCTBO;

3.  Ilpu ucrons30BaHMU Wi-Fi orkmoun ¢GyHkmuo «OOmmH JOCTyI K
daittam W mpuHTepam». JlaHHas QYHKIMS 3aKphiTa II0 yMOTIaHHMIO, OJHAKO
HEKOTOpHIE MOJIB30BATeIN aKTHBUPYIOT €€ JUIsl y100CTBa UCIIONB30BAHUS B pabore
Wiy yueoe;

4. He ucnomnssyii mnyomwunsid WI-FI juis mepepadm JUUHBIX JaHHBIX,
HaIpuMep, AJsI BEIXOIA B COLMAIBHBIE CETH WU B 9IEKTPOHHYO TTOHTY;

5.  Hcrmomssy# Toibko samuiieHHOoe coenuHenue depes HTTPS, a me
HTTP, T.e. mpu Habope BebG-anpeca BBOAU HMEHHO «https:/»;

6. B mobuwisHOM Tenedore oTkmoun dyukuuo «Tomxmouenue k Wi-Fi
aBTOMaTHuYecKhy. He OIMycKail aBTOMAaTHYeCKOro MOAKIIOUYEHHS YCTPOHCTBA K

cerssm Wi-Fi 6e3 TBoero coriacus.

ConuaJjibHbIe CeTH

ConuanpHas CeTh - O3TO CalT, KOTOPBIA IPEJOCTaBJIsieT BO3MOXXHOCTH JIHOIAM
OCYIIECTBIIATh OOILIEHUE MEXIY coboif B mHTepHeTe. Yale BCEro B HUX A KaXIOro
YeJlOBeKa BBIJENSIETCS CBOS JIMYHAs CTpaHW4YKa, Ha KOTOPOW OH YyKa3blBaeT O cebe
pasUYHyl0 MH(OpPMaIMIO, HAYMHAs OT HMEHH, baMunmuE ¥ 3aKaHYMBas JIMIHBIMU
dororpadusivu. MHOrUe 1MoJIb30BaTeNlM HE MOHUMAIOT, YTO uHbopManys, pasMeleHHas
UMM B COIMANBHBIX CETAX, MOKET OBITh HAaWJE€HA W WCIIOJIh30BaHa KEM yroJHO, B TOM

gpcne He 00s3aTeNbHO ¢ OIaruMy HaMepeHUIMU.

OcHOBHBIE COBETHI M0 0€30IaCHOCTH B COIHAIBbHBIX CeTHX:

1. OrpaHuyb CIHCOK Apy3ed. Y TeOs B IpYy3bsiX HE JIOIDKHO OBITH
CITy4aifHBIX ¥ HE3HAKOMBIX JIFOJIEH;

2. 3ammumail cBOK HYACTHYIO XH3HB. He ykasblBall Mapoi, Tene(QoHEI,

ajgpeca, Jary TBOEro pOXIEHUS U JPYIyl  JIHYHYIO HHGOPMAITHIO.



3710yMBIIIIEHHUKEA MOTYT HCIOJIB30BaTh )¢ HH(MOPMAIIMIO O TOM, KaK TBI H TBOU
POAMTEINH TUIAHUPYETE POBECTH KAHUKYIIBL,

B 3amuinali CBOK pPeNyTallkio - [IEP)XKH ee B YMCTOTe W 3ajaBai cebe
BOIIPOC: XOTeJN OBl Thl, 4TOOBI APYTHE MOIB30BATEIM BUIEIH, YTO ThI 3arpyKaeuis?
[Togymaii, Mpexae YeM 4TO-TO bny6nHKOBaTB, HAITUCATh U 3arpy3HTh,

4. Ecmu ThI I‘OBOpHIJ.II; C JIFOIBMH, KOTOPHIX HE 3HAeIb, He UCIONb3YH

" CBOe peapHOe MMs M APYIyIO JIMYHYIO MH(pOpMAlMH: WMs, MECTO KHUTEIbCTBA,
MeCTO yueObI U IPOYeEE,

5. WsGerait pasmetiiennst Gororpapui B MHTEpHETE, [1€ T U300pakeH
HA MECTHOCTH, IT0 KOTOPOX MOYKHO OIIPEJE/IUTH TBOC MECTOIIOTIOKEHHE,

6. [Ipu perucTpaid B COLMANBHON CETH HEOOXOOUMO HCIIONB30BATH
CITOXKHBIE TIAPOJIH, COCTOsNME U3 OyKB U HU(P U C KOTUYSCTBOM 3HAKOB HE MEHEe
8;

i Jlgs coLUManbHOM CeTH, MOYTHl ¥ JOPYTHX CaiToB HEOOXOXMMO
FCIIONB30BATh pasHble maponu. Toraa eciyu Teds B3IOMAIOT, TO 3/I0YMBIIIIEHHUKA

TIO/Iy9aT JOCTYI TOJIBKO K OIHOMY MECTY, a He BO BCe Cpasy.

JeKTPOHHbIE JeHbI'H

DNeKTPOHHBIE HEHLIM — 3TO O4YCHb yIOOHBIN crioco® r1nIaTexeid, OJHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH JIEHBIH.

DJeKTPOHHbIE JEHBI'W IMOSBUINCH COBCEM HEJAaBHO M MMEHHO H3-33a JTOTO BO
MHOTHX FOCYIapCTBax /10 CHX IIOp He IIPONUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM GOYHKIIMOHHUPYIOT ¥ O HHX Y)K€ MPOMHCAHO B 3aKOHE, Il HX
pasfeNsAIoT Ha HECKOJBKO BHIOB - aHOHMMHbBIE M He aHOHMMHbIE. PasHulla B TOM, 9TO
4HOHHMHBIE - 3TO Te, B KOTOPBIX pa3pelllaeTcs POBOAKUTE ollepaluu 6e3 uieHTHUKAIIHT
Honp30BaTeNss, a B HE AaHOHWMHBIX HICHTH(MKAIMKA TIONB30BATENS  ABIIACTCA
00s3aTeIbHON.

Takxke CleAyeT  pa3qdyaTh  OJEKTPOHHble  (UaTHble  JE€HBIH  (PABHBI
[OCYHAPCTBEHHBIM BANIOTaM) W 9JIEKTPOHHblE HedUATHBIE JICHBIH (He paBHBI
roCyIapCTBEHHBIM BATIOTaM).

OcHOBHBIE cOBETHI N0 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMH AeHbraMH:

1. IIpuBSKM K CYeTy MOOUNBHBIM TermedoH. IJTO CaMBIi yAOOHBIA U

GBICTpBIH cIOCO6 BOCCTAHOBUTH JOCTYI K cueTy. IIpuBs3aHHbIH TeseOH IIOMOXKET,

eciau 3a0yjelrb CBOM ILIATE)XXHBIM Maposib WX 3aielllb Ha CalT C HE3HaKOMOI'o

yCTPOUCTBA, :



2.  HWcrnonssyli omHopasoBble maponum. [locme mepexoia Ha yCHICHHYIO
aBTOpU3anuio Tebe yxKe He OyHeT yrpoxaTh ONACHOCTB KPaxH MIIH nepexBara
IUTATEKHOTO MAPOJIS;

3. Brifepu ciI0XHBIM maposs. [IpecTynHUKaM OymeT He IPOCTO yraaarh
CIOXKHBIH napostk. HaexxHble Taposiy — 3TO NapoJid, KOTOPBIE COACPIKAT HE MEHES
% 3HAKOB M BK/IIOYAIOT B ce6si CTPOUHbIE ¥ MPOMKUCHEIE GyKBBI, LU(PBI X HECKOIBKO
CHMBOJIOB, TaKkWe KaK 3HaK Jjojnapa, (GyHTa, BOCKIWIATENBHBIH 3HAK W T.IL
Hanpumep, StROng!;;

4. He BBOmu CBOU JIMUHBIE TaHHbIE Ha caiTaX, KOTOPBIM He J10Bepsellb.

DJaeKTPOHHAA NOYTA

DeKTpOHHAs TI0YTa — 3TO TEXHOJOTHsS W MpPENOCTaBISEMBIC €l yCIyrd IO
TIEpECBUIKe ¥ IOJIyYEHHIO 3JIEKTPOHHBIX COOOIIEHNM, KOTOpbIE pPaCIpeNe/sIoTCs B
KOMITbIOTEPHOM ceTH. OGBIYHO JNEKTPOHHBIA MOYTOBBIH SIIMK BBITTISIHUT CIIE/yIOMHM
o6pasoM: MMs_MONb30BaTeNs@uMs_sioMeHa. Takoke Kpome nepeiatn MpocToro TEKCTa,
¥MeeTcsl BO3MOYKHOCT IiepeaBaTh (auibl.

OCHOBHBIE COBETHI T10 Ge3omacHoil paGoTe ¢ 3JeKTPOHHOM MOYTOM:

1. Hago BbIGpaTh NpaBHIBHBINA TOYTOBBIA cepBHC. B HHTepHETE e€CTh

OrpOMHBIH BEIGOp GECIIIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIyHIIE JAOBEPATH TEM,

KOTO 3HAEIlIb U KTO MEPBBIA B PEUTHHTE;

2 He yxasplBafl B JIMYHOM IOYTE JHMYHYIO uadopmanuro. Hampumep,

JTydIe BEIOPATh «My3bIKaIbHbIH_(aHaT(@» uid «pok2013» BMecTO «TeMal3»;

3. Hcnons3yi JBYX3TallHyI0 aBTOPU3ALMIO. DTO KOrja MOMHMO IIapoJs

HY’KHO BBOJMTB KOJI, IPUCHIITAEMBbIH 110 SMS;

4. Bri6epu CIIOXKHBIA Maposib. Ui KaXaoro MOYTOBOro AMIMKa NOJDKEH

OBITH CBOM HAIEXKHBIHN, YCTOWYMBEIN K B3JIOMY I1apOJIb;

= Ecay ecTh BO3MOXHOCTH HANMCATh CAaMOMY CBOHM JIMYHBIA BOIPOC,

UCIIONIE3YH 3Ty BO3MOXHOCTB;

6. Wcmonb3yid HECKOJIBKO IMOYTOBBIX SLIUKOB. [TepBoii ):[nﬁ YacTHOHI

TIEPENMCKY C aJpecaraMy, KOTOPBIM Thl JOBEPACHIE. T0 3JIEKTPOHHBIN a7pec He

HaJI0 MCIIONB30BAT IIPH PErUCTPaIiy Ha popyMax U caTax;

ks He oTkpbIBaii (ainbl ¥ Apyrue BIOKEHUs B MUCHMaX Haxe ecJIl OHH
NPUILIA OT TBOMX Apy3e#. Jlydile yTOUHM y HHX, OTHPABJIAIM JIA OHH Tebe 3TU

(hanisl;



8. [Tocne oxoH4YaHHWsS pabOTHl HA MOYTOBOM CEpBHICE IMEPEN 3aKPBITHEM

BKJIAIIKH C caiiToM He 320y HaxaTh Ha «BBIMTHY.

KubepOyJIHHI HJIH BUPTYaJdbHOE H31€BATEIbCTBO

Ku6epOysuiuHr — TpeciIeloBaHue COOOLICHUAMY, COACPKAIIUMH ockopOIeHus,

arpecCuro, 3allyTrHBaHHEC, XYJIUTraHCTBO; COLHMAIBHOC 60ﬁKOTHPOBaHHe C MIOMOIIBHO

pa3IMIHBIX UHTEPHET-CEPBUCOB.

OcHOBHbIE cOBETHI 0 Goprde ¢ kKHOepOyNTHHTOM:

1. He Gpocaiics B 6o, Jlydmmit crioco: MOCOBETOBATHCS KaK ces BECTH
M, eclM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHAJase yCIOKOUThCS. Eciu ThI
HAYHENIh OTBEYATh OCKOPOIEHHAMM Ha OCKOPOIEHHs, TO TONbKO eme Oobrie
PasoXOKeITh KOHMIIMKT;

2. Vipasiusil cBoel KubepperryTaluen;

3. AHOHMMHOCTD B ceTd MHHMMas. CyIIecTBYIOT CIOCOOBI BBICHUTH, KTO
CTOMUT 32 QHOHUMHBIM aKKayHTOM;

= He CTOHMT BeCTH XyJIUIaHCKuii 00pa3 BUPTyalbHOW )XM3HU. MIHTepHET

duKcHpyeT BCe TBOM JeHCTBMS W COXpaHseT HX. YIaluTh HX Oymer KpaiiHe

3aTpyIHUTEIIBHO;
8 Benu cebs BEXKIUBO,
6.  Wrnopupyit emumuuHblf HeratuB. OHOPa30Bble OCKOPOHUTENbHBIE

cooOuIeHns Jydlie uraopuposath. OOBIYHO arpeccus MpeKpalaeTes Ha Ha4uaJbHOU
CTaJuu;

g Ban arpeccopa. B mporpamMmax of6mMeHa MIHOBEHHBIMU COOOIIEHUSIMH,
B COLMAIBbHBIX CETSX €CTh BO3MOYKHOCTh OJIOKHPOBKH OTIPABKHM COOOIIEHHH C
OIpe/e/IeHHBIX apPECOB,;

8. Ecnu Tbl cBUOeTenb KubepOymauHra. TBOM IEHCTBUS: BBICTYIUTH
IPOTHB IIpecienoBareis, I[OKasaTh €My, 9YrO0 ero JEHCTBHS OLCHUBAIOTCA
HEraTWBHO, IOJJIEPKATh JXEPTBY, KOTOPOM HY)XKHa ICHXOJOrMYecKas . IOMOUIb,

COOOILIUTE B3POCITBIM O (haKTe arpeCCUBHOTO NIOBEICHUS B CETH.

MoOunabHbIH TeaedoH

CoBpeMeHHBIe CMapT(OHBI M IUIAHIIETHI COJAEpKaT B cebe BIOJIHE B3POCIIBIN

QYHKIMOHAT, ¥ Teleph OHH MOTYT KOHKYPHPOBAaTh CO CTAMOHAPHBIMI KOMIBIOTEPAMH.

OHAKO, CPE/ICTB 3aIlUThl IS MOA0OHBIX YCTPOWCTB [10KA OYEHb MAJIO. TectupoBanue u



[IOVMCK YS3BMMOCTEH B HUX IPOUCXOAMT HE TaK untencupHo, kak masa [IK, To xe camoe
KacaeTcs U MOOWITBHBIX TIPUATIO)KEHHH.

CoBpeMeHHble MOOMIbHBIE Gpay3epbl y)Xe NPAKTHIECKH JOTHANM HACTOJBHBIC
AHAJIOTH, OJHAKO pacIIMpeHre (yHKIHMOHana BICHET 3a c000it OOINBIIYIO CIOKHOCTH U
MEHBIITYIO 3AlAIIEHHOCTb. :

Jlameko He BCe TPOM3BOJMUTENN  BBIIIYCKAIOT 0OHOBJIEHUS, 3aKPHIBAIOLIXE
KPUTHYECKUE yA3BUMOCTH JUIS CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI /1151 6e301aCHOCTH MOOH/ILHOTO TesedoHa:

13 By,u;: OCTOpOJKEH, BeJb KOIrJa Tebe mpeaaramT OecriaTHBIM KOHTEHT,

B HEM MOTYT OBITH CKPBIThI KaKie-TO TJIATHBIC YCIYTH,

2 Jymaii, mpexjae 4eM OTIpPaBUTh SMS, ¢oro mnu BHIeo. Tl TOUHO

3HACIIb, TJIe OHU GY/IyT B KOHEUHOM UTOre?

3. Heo6x01iM0 OGHOBIISTE OTIEPAIIMOHHYIO CUCTEMY TBOET'O cMapT(OoHa;
4. Vcrnonp3yii aHTUBUPYCHBIE IPOrPaMMBI U1 MOOUIIBHBIX TEIE(MOHOB;
5.  He sarpyxalf NpWIOXKeHHs OT HEH3BECTHOTO HMCTOTHUKA, BEAb OHH

MOTYT COJep)KaTh BPEOHOCHOE IPOrpaMMHOE obecrieyeHuE;

6. [Tociie TOro Kak ThI BBIMIENb C caiTa, TAe BBOMWI JIHTHYIO
rH(GOPMALIHEO, 3afi/IM B HACTPOUKH Gpaysepa U yaanu cookies;

7.  Tlepuopudecku MpOBEPsii KaKue IUIATHBIC YCIIyTH aKTUBUPOBAaHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOM HOMEP MOOUIIBHOTO tenedoHa TOJIBKO JIFO/IIM, KOTOPBIX ThI
3HAEIIb ¥ KOMY JOBEpSEIlIb;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOTJA Tl UM HE MOJIB3YCIIBCA. He

3a0bIBail KHOT1a IPOBEPSTH 3TO. »

@uUIIMHT WK Kpaska JHIHBIX JaHHBIX

['aBHAsg 1eib QUIIMHAT - Bufa MHTEpHET-MOMIEHHNIECTBA, COCTOUT B MOJTy4CHHUH

KOH(WIEHIIMATBHBIX JAHHBIX MOJB30BaTe/Ied — JIOTHHOB M naposeit. Ha anrimuickoM
aspike phishing uwuTaercs Kak QUIIMHT (ot fishing — peiOHas JOBIA, password —
apolib).

OcHOBHBIE COBeThI 10 Gopb0e ¢ PHIIHHIOM:
1.  Cnemu 3a CBOMM aKKayHTOM. EC/H TBI ITOI03pEBACIIb, TTO TBOS aHKETA
6blTa B3JIOMaHa, TO HeOOXOIMMO 3a0JI0KUPOBATE €€ U COOOIINTE aAMUAHUCTPATOPAM

pecypca 00 3TOM KaK MOJKHO CKOpee;



2 Vcmonp3yit 6e3omacHble BeO-CallThl, B TOM YHCIE, HHTEPHET-MarasuHoB
Y TIOUCKOBEIX CUCTEM;

3. Wcnons3yit CoXKHble W pasHble Tapoid. TakuM obpasoM, eciu TeOsI
B3IOMAIOT, TO 3JIOYMBIIUIEHHUKH IOMydYarT [JOCTYIl TOJBKO K OJHOMY TBOEMY
IPOQIIIIO B CETH, @ HE KO BCEM;

4, Ecnz Tebs B3jgOMAanM, TO HEOOXOAMMO IPEAyNpeluTbh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J00aBlIeHb! y TeOs B IPY3bsX, O TOM, HUTO TeOs B3TIOMAJIH U,

BO3MOXXHO, OT TBOETr0 UMEHH GYI[CT pacchinaThesa ClliaM | CCBIJIKHM Ha (IJI/IU.IHHI‘OBBIC

CalThI; ;
i 5. YcraHoBH HazexHbl mapons (PIN) Ha MOOHIBHEIH TeNne)OH;
6. OTKJIIOUY COXpaHeHwue mapoiis B Opaysepe;
it He oTkpbiBail (ailyiel ¥ Ipyrve BIOXKEHHs B IMMChbMaX AAKE €CIM OHH

MPUILTE OT TBOMUX Apy3ed. Jlydime yTo4HM y HMX, OTIPAaBISUIA JH OHH Tebe 3TH

(baiel.



